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N.B.:
1) Attempt any SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and other questions carry 12 marks each.

Q.1  Write short notes on any FOUR of the following:

a)  Evolution of cybercrimes
b)  Cyber Criminals

¢)  Online Banking

d) Role of Adjudicating officer
€) Unauthorized access

f) Virus and worms

Q.2 Discuss the types of cybercrimes. Elaborate the challenges and conflicts in the
enforcement of laws in cybercrimes.

Q.3 Discuss the history & preamble of the Information Technology Act, 2000 with
recent case studies.

Q.4  “Computer crime is an intentional act associated in any way with computers where
a victim has suffered or could have suffered a loss, and a preparators made or could
have made a gain”. Comment and Discuss the mode and manner of committing
cybercrimes.

Q.5 Define “Digital Signature” Discuss the legal provisions for misrepresentation of
digital signature under the Information Technology Act, 2000.

Q.6  Explain the legal provisions relating to unauthorized access.

Q.7 Critically elaborate the procedure and powers of the Cyber Appellate Tribunal
under the Information Technology Act, 2000.

Q.8 Write a detailed note on:

a)  Salient features of the Council of Europe’s Convention on cybercrime.
b)  Origins of computer crime and legislation.

Q.9 Discuss the essentials of cyber offences and elaborate the salient features of the
section 43 of the Information Technology Act, 2000.

Q.10 Define “Investigations” Discuss the issues and challenges of jurisdiction during

cybercrime investigations and its applicability of law.
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