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1) Attempt any SIX questions including Q. No. | which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 marks each.

Q.1  Write short notes on any FOUR of the following:

a) Cyber defamation

b) Cryptography

¢)  Civil liabilities under the Information Technology Act
d) Nigerian Scans

e) Keyloggers

f)  Cyber Appellate Tribunal

Q.2 “Law changes not only with the changing technology but also with the change in
the society.” Explain the statement in relation to the amendments to the
Information Technology Act and the legislation enacting the ITAA 2008.

Q.3 Explain in detail the genesis and classification of the various types of Cyber
Crimes taking place in India.

Q.4 Explain in detail the salient features of the United Nations Asia and far East
Institute for the prevention of crime and treatment of offenders.

Q.5 Write short notes on any TWO of the following:
a) Retaining stolen computer resource
b) Internet time theft
¢)  Online pornography

Q.6 Explain the essentials of unauthorized access to computers and the provisions
relating to the same under the Information Technology Amendment Act, 2008.

Q.7  Write a detailed note on the International perspective on fighting Cyber Crime.

Q.8 Explain the role and process of the certifying authorities in relation to the issuing,
suspension and revocation of digital signature certificates.

Q.9  Explain in detail the investigation of Cyber Crimes.
Q.10 Discuss the provisions in relation to the penalty for damage to computers,

computer systems, computer resources and databases under the ITAA 2008. -
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